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The pandemic forced countless businesses to adapt to the virtual environment quickly. As a 
result of this unexpected shift, scores of unprepared organizations have been exposed to 
potential threats causing the rapid escalation of cybercrime. Cybersecurity training is more 
critical than ever, with an amplified need students and professionals both to learn the latest 
skills. But training individuals in cybersecurity is only one piece of the puzzle. Since most cyber-
attacks are attributed to human error, cybersecurity awareness is also essential. Without these 
key components, both businesses and individuals are at risk.

It falls upon each of us to stay informed on the current developments in the cybersecurity 
landscape and encourage a culture of shared responsibility. And that starts with security 
awareness.

With the Cyber Brief initiative, EC-Council seeks to equip individuals and organizations with the 
knowledge to mitigate risks in the digital age. The August-21 edition of Cyber Brief covers 
everything new in cybersecurity, and we hope you find these resources valuable and 
thought-provoking.

Access Previous Month's Cyber Brief Here
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EC-COUNCIL LAUNCHES A 
SPECIALIZED WEB APPLICATION 
HACKING AND SECURITY 
CERTIFICATION

READ MORE

EC-Council, creators of the Certified Ethical 
Hacker certification...

TEAMING UP FOR CYBERSECURITY 
EDUCATION ALL INDIA COUNCIL OF 
TECHNICAL EDUCATION (AICTE) AND 
EC-COUNCIL ACADEMIA TO BEGIN 
NOTEWORTHY COLLABORATION

All India Council of Technical Education 
(AICTE) and EC-Council Academia join...

BAHRAIN’S TAMKEEN ENDORSES 
EC-COUNCIL’S CASE.NET AND 
CASE JAVA FOR BAHRAINI 
NATIONALS

The collaboration between Bahrain’s 
Tamkeen...

READ MORE READ MORE

EC-Council University 

APPLY NOW

READ MORE

EC-Council University brings to you the EC-Council Foundation Fellowship (ECCFF). This is a highly 
selective fellowship program that aims to foster the development of a new generation of researchers 
and higher education leaders interested in cybersecurity subjects who are willing to 
become key members of a global research network. 

To know more and apply 
for the fellowship, 
please visit: 
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News

READ MORE

Despite regular security audits, 
several enterprises continue to 

suffer zero-day attacks more often...

MICROSOFT RAISES RED FLAG ABOUT 
WINDOWS PRINT SPOOLER VULNERABILITY 

‘PRINTNIGHTMARE’

News

READ MORE

Whether it’s accidental or hacker 
intrusion, data breach incidents 

affect an organization in multiple ways...

OVER 80 U.S. MUNICIPALITIES SUFFER 
DATA BREACH VIA MISCONFIGURED 

AMAZON S3 BUCKETS

News

SAUDI ARAMCO HIT BY 
CYBERATTACK; ADVERSARIES 
DEMAND $50MN IN 
CRYPTOCURRENCY

READ MORE

MOBILE MALWARE – A PERSISTENT 
THREAT TARGETING COVID VACCINES 
AND BANKING ACTIVITIES

In addition to high-profile ransomware 
attacks on various industry vectors...

READ MORE

News

DEVILSTONGUE – A NEW SPYWARE 
FROM ISRAELI COMPANY CANDIRU

Not all malware variants are available on 
underground darknet markets...

READ MORE

News

WARNING! DON’T BE DUPED 
BY FAKE CRYPTOMINING 
ANDROID APPS

The exponential rise of 
cryptocurrency value attracted...

RUSSIA-BASED APT28 LINKED 
TO MASS BRUTE-FORCE 
ATTACKS AGAINST CLOUD 
NETWORKS

State-sponsored actors from 
Russia have a long history...

READ MOREREAD MORE

News News

CHINESE HACKING GROUP 
‘DEV 0322’ EXPLOITS 
SOLARWINDS SERV-U 
SOFTWARE: MICROSOFT

The infamous SolarWinds attacks 
have left a severe...

IF YOU’RE CONNECTED, 
YOU’RE VULNERABLE TOO!

Though IoT devices continue to 
assist with smart connectivity...

READ MOREREAD MORE

News News

EPISODE #13: THE BIGGEST 
COVID SECURITY ISSUE TODAY – 
IDENTITY ACROSS MULTI-CLOUD

The COVID-19 pandemic transformed 
the way businesses adapted to the 

new normal of working from home...

LISTEN

Podcasts

News

To protect a company's systems and IT 
infrastructure from cyberthreats, it is important 
that cybersecurity is treated as a 'Culture' and not 
just as something that comes into effect once 
there is a data breach. Good security habits need 
to be instilled both internally and externally...

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Whitepapers

Video

READ MORE

IMPLEMENTING DIGITAL FORENSICS 
IN EMERGING TECHNOLOGIES

Technology is progressing at an astounding rate, 
and while at it, it is also connecting the digital 
world in a way never seen before...

NETWORK SECURITY IN 60 SECONDS

Network Security ensures that your 
organization doesn’t only stop cyber 
threats but predicts them in advance...

WATCH NOW
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Webinar

https://www.eccouncil.org/ec-council-launches-a-specialized-web-application-hacking-and-security-certification/
https://cisomag.eccouncil.org/digital-forensics-whitepaper/
https://www.youtube.com/watch?v=6c4nZ9uE8VU
https://www.eccouncil.org/teaming-up-for-cybersecurity-education-all-india-council-of-technical-education-aicte-and-ec-council-academia-to-begin-noteworthy-collaboration/
https://www.eccouncil.org/bahrains-tamkeen-endorses-ec-councils-case-net-and-case-java-for-bahraini-nationals/
https://www.eccu.edu/information-security-for-everyone-where-to-start-with-the-basics/
https://www.eccu.edu/how-ai-will-change-hacking-the-good-and-the-bad/
https://www.eccu.edu/iot-based-attacks-in-the-health-care-industry-do-you-know-how-to-respond/
https://attendee.gotowebinar.com/register/3852760628570448143?source=CyberBrief&utm_source=CyberTalks_31stAugust_ArunSingh_CyberBrief&utm_medium=CyberBrief&utm_campaign=CyberTalks
https://attendee.gotowebinar.com/register/667002652989933837?source=Cyber+Brief&utm_source=Erdal_1st+September&utm_medium=Cyber+Brief&utm_campaign=Cybertalks
https://bit.ly/3i5Qgnd
https://www.linkedin.com/posts/ec-council-university_cybercrimes-security-cybersecuritytraining-activity-6821637247285125120-9MdG
https://cisomag.eccouncil.org/saudi-aramco-hit-by-cyberattack-adversaries-demand-50mn-in-cryptocurrency/
https://cisomag.eccouncil.org/over-80-u-s-municipalities-suffer-data-breach-via-misconfigured-amazon-s3-buckets/
https://cisomag.eccouncil.org/microsoft-raises-red-flag-about-windows-print-spooler-vulnerability-printnightmare/
https://cisomag.eccouncil.org/warning-dont-be-duped-by-fake-cryptomining-android-apps/
https://cisomag.eccouncil.org/russia-based-apt28-linked-to-mass-brute-force-attacks-against-cloud-networks/
https://cisomag.eccouncil.org/dev0322-exploiting-serv-u-ftp/
https://cisomag.eccouncil.org/if-youre-connected-youre-vulnerable-too/
https://cisomag.eccouncil.org/mobile-malware-a-persistent-threat-targeting-covid-vaccines-and-banking-activities/
https://cisomag.eccouncil.org/devilstongue-a-new-spyware-from-israeli-company-candiru/
https://cisomag.eccouncil.org/multi-cloud-identity-management/
https://www.eccouncil.org/ec-council-launches-a-specialized-web-application-hacking-and-security-certification/
https://cisomag.eccouncil.org/digital-forensics-whitepaper/
https://www.youtube.com/watch?v=6c4nZ9uE8VU
https://www.eccouncil.org/teaming-up-for-cybersecurity-education-all-india-council-of-technical-education-aicte-and-ec-council-academia-to-begin-noteworthy-collaboration/
https://www.eccouncil.org/bahrains-tamkeen-endorses-ec-councils-case-net-and-case-java-for-bahraini-nationals/
https://www.eccu.edu/information-security-for-everyone-where-to-start-with-the-basics/
https://www.eccu.edu/how-ai-will-change-hacking-the-good-and-the-bad/
https://www.eccu.edu/iot-based-attacks-in-the-health-care-industry-do-you-know-how-to-respond/
https://attendee.gotowebinar.com/register/3852760628570448143?source=CyberBrief&utm_source=CyberTalks_31stAugust_ArunSingh_CyberBrief&utm_medium=CyberBrief&utm_campaign=CyberTalks
https://attendee.gotowebinar.com/register/667002652989933837?source=Cyber+Brief&utm_source=Erdal_1st+September&utm_medium=Cyber+Brief&utm_campaign=Cybertalks
https://bit.ly/3i5Qgnd
https://www.linkedin.com/posts/ec-council-university_cybercrimes-security-cybersecuritytraining-activity-6821637247285125120-9MdG
https://cisomag.eccouncil.org/saudi-aramco-hit-by-cyberattack-adversaries-demand-50mn-in-cryptocurrency/
https://cisomag.eccouncil.org/over-80-u-s-municipalities-suffer-data-breach-via-misconfigured-amazon-s3-buckets/
https://cisomag.eccouncil.org/microsoft-raises-red-flag-about-windows-print-spooler-vulnerability-printnightmare/
https://cisomag.eccouncil.org/warning-dont-be-duped-by-fake-cryptomining-android-apps/
https://cisomag.eccouncil.org/russia-based-apt28-linked-to-mass-brute-force-attacks-against-cloud-networks/
https://cisomag.eccouncil.org/dev0322-exploiting-serv-u-ftp/
https://cisomag.eccouncil.org/if-youre-connected-youre-vulnerable-too/
https://cisomag.eccouncil.org/mobile-malware-a-persistent-threat-targeting-covid-vaccines-and-banking-activities/
https://cisomag.eccouncil.org/devilstongue-a-new-spyware-from-israeli-company-candiru/
https://cisomag.eccouncil.org/multi-cloud-identity-management/
https://www.facebook.com/ECCouncil/
https://twitter.com/ECCOUNCIL
https://www.youtube.com/user/eccouncilusa
https://www.linkedin.com/company/ec-council
https://www.eccouncil.org/wp-content/uploads/2021/07/Cyber-Brief-July-2021.pdf



